o o

HNudopMmanmoHHas mnamMaTKA 1JIs 00y4ar0UXCSA
AJIsl pa3sMelleHHs Ha 0(pMIHMAJIBHBIX HHTEPHET-pecypcax
C KaxIbIM TOI0M MOJIOJEKU B MIHTEpHETE CTaHOBUTHCS OOJIbILE, @ IIKOJIBHUKU OJHU U3 CaMbIX
aKTMBHBIX mojab3oBarened Pynera. Mexay TeMmM, IIOMHMO OIPOMHOIO  KOJWYECTBA
BO3MOXHOCTeH, VHTepHeT HeceT M mpoOieMbl. DTa namsaTKa J0JKHA IOMOoYb TeOe OGe30I11acHo
HaxXOJUTHCS B CETH.

KomnbrotrepHbie BHpYyChI

KomnbioTepHblii BUPYC — 3TO Pa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOrpaMM, OTIHYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBISETCS CIOCOOHOCTh K PasMHOXKEHHIO. B JomojHeHune K 3TOMYy,
BUPYChl MOTYT TIOBPEAUTh WM TOJHOCTHIO YHHUYTOXKUTh Bce (Qaillibl U JaHHbIE,
MOJKOHTPOJIBHBIE TTOJIH30BATEIN0, OT UIMEHU KOTOPOTo OblIa 3aIylieHa 3apaxEHHas IporpaMma,
a TaKKe MOBPEAUTh I JaXKe YHUYTOXXUTH OINEPAIOHHYIO CHUCTEMY cO BceMH (ailmamu B
1esnoM. B OonblIMHCTBE CllydaeB pacpoCTpaHsOTCs BUPYChl uepe3 MHTepHeT.

MGTOZIBI 3alIUTBI OT BPCAOHOCHBIX ITPOTrpaMMm:

Hcnonb3yil cOBpeMEHHbIE OIlEpallMOHHBIE CUCTEMbI, UMEIOIINE CEPhE3HBIN YPOBEHb 3alUTHI OT
BPEIOHOCHBIX MTPOrPaMM;

[TocrossHHO  ycTaHaBiuBaili moutu  (Uu(poBbIE  3alIaTKH, KOTOPbIE aBTOMATUYECKU
YCTaHABIMBAIOTCA C ILENbI0 JOpaOOTKM TMpOrpaMMbl) U Jpyrue OOHOBIICHHS CBOEH
orepanmoHHol cucrembl. CkauuBail X TOJIBKO ¢ ounuaipHoro caira pazpadorunka OC. Eciu
CYIIECTBYET PEKUM aBTOMATUYECKOTO OOHOBIICHUS, BKIIIOYH €T0;

Paboraii Ha cBoeM KOMIIbIOTEpE IO MpaBaMU I0JIb30BATENs, a HE aJIMUHUCTpATOpa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX MPOTPAMM MHCTANIMPOBATHCA HAa TBOEM MEPCOHAIBHOM
KOMIIBIOTEPE;

Hcnone3yil aHTUBHPYCHBIE MPOrpaMMHBIE MPOAYKTHl HW3BECTHBIX IPOU3BOJIUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannub (pU3NUECKUI TOCTYI K KOMIBIOTEPY AJIs IOCTOPOHHUX JIUIL;

Hcnonp3yil BHEIIHME HOCUTENM HWHPOpMalUM, Takue Kak ¢iemka, IUCK win ¢ailn u3
WuTepHeTa, TONBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

He otkpbiBaili KOMIblOTEpHbIE (hailybl, NOTYYEHHbIE M3 HEHAAEKHBIX MCTOUYHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE MPUCIa TBOW 3HaKOMBIH. Jlydllie yTouHH y HEro, OTIpaBJIsl U OH TeOe UX.

Ceru WI-FI

Wi-Fi — 210 He Buj mepenayn AaHHBIX, HE TEXHOJIOTHs, a BCEro JHIIb OpeHa, mapka. Emie B
1991 romy Huzepnanjckas kKommnanus 3apeructpupoBana Openn «WECA», uto o6o03Havano
cioBocoueTanue «WirelessFidelity», KoTopblil mepeBoAUTCS Kak «OECIPOBOAHAS TOUHOCTHY.

Jlo Hamero BpeMeHU Jolia Apyras abOpeBuaTypa, KOTopas SBISETCS TaKOH K€ TEXHOJIOTHEH.
D10 abOpeBuarypa «Wi-Fi». Takoe Ha3Banume OBUIO JaHO C HAMEKOM Ha CTAHAAPT BBICIIUN
3BYKOBOM TexHUKH Hi-Fi, 4To B miepeBoie 03HaYaeT «BBICOKAs TOYHOCThHY.

Ja, OecrnnaTHBIH HMHTEPHET-IOCTYN B Kade, OTeNsX W adporoprax SBISETCS OTIUYHOU
BO3MOXKHOCTBIO BBIX0J1a B MIHTepHET. HO MHOTHE SKCIIEpThI CYMTAOT, YTO O0MIeI0CTyITHbIe Wi-
Ficeru He aBisAroTCs O€30IIACHBIMHU.



CogeThlI 10 0e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

He nepenaBaii cBoro nuuHyr0 uHGOpMauio yepes oodmenoctynubie Wi-Ficetu. Paboras B Hux,
JKeNaTeIbHO He BBOAMTH NAPOJIH IOCTYIIA, IOTUHBI M KAKHEe-TO HOMEPa,

Hcnone3yili u OOHOBISH aHTUBHUPYCHblE NporpamMmbel M Opanamaysp. Tem cambIM Tbl
o0e3omacuiib ceds 0T 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

ITpu ucnonp3oBanun Wi-FioTkimoun ¢ynkmuio «OO0mumii moctyn K ¢daigaM U IpUHTEPaM.
Jannast GyHKIUS 3aKphITa IO YMOJYaHHUIO, OJIHAKO HEKOTOPHIC MOJIH30BATEIIN AKTHBUPYIOT €€
JU1s y100CTBa MCTIONL30BaHMs B paboTe min ydeoe;

He wncnonb3yit nyonumunsii WI-Flnns nepenauu JMYHBIX JaHHBIX, HAllpUMeEp, U1 BBIXOJA B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO MOYTY;

Hcnonw3yit Tonbko 3amnumiennoe coenunenue yepes HTTPS, a ue HTTP, 1.e. mpu HaGope BeO-
azpeca BBOM UMEHHO «https://»;

B moOwmibHOM Tenedone orkimoun dynkiuio «llomkmouenne k' Wi-FiaBromatnueckun». He
JOITyCKail aBTOMAaTUYECKOT0 MOAKII0YEeHUs ycTpoiicTBa k ceTsiM Wi-Fibe3 TBoero cornacusi.

CounajabHble CeTH

COIII/IaJII)HBIe CCTU aKTUBHO BXOJAT B Hally XHW3Hb, MHOTHC JIIOAU pa60Ta10T U JXUBYT TaM
MMOCTOSIHHO. MHOTHE NOJb30BaTEId HE IIOHUMAKT, 4YTO I/IH(l)OpMaI_[I/IH, pasMClIiCHHasd HWMH B
COIHAJIbHBIX CCTAX, MOXKCET OBITH HafmeHa U HUCIIOJIb30BaHa KEM YroaHo, B TOM YHCJIIC HC
00s13aTeNnpHO ¢ OJaruMu HaMCPCHUSAMMU.

OCHOBHBIE COBETHI IO O€30IAaCHOCTH B COIIMaJIbHBIX CCTAX!

Orpannyb crnucok apy3ed. Y 1e0s B Ipy3bsX HE JODKHO OBITh CIy4alHBIX M HE3HAKOMBIX
JIIOJIEH;

3amuiiail cBOIO YacTHYIO ku3Hb. He ykaswiBail maponu, TenedoHbI, agpeca, aTy TBOETO
POXIEHUS U APYTyH JHWYHYIO HH(GOpMalMio. 3J0YMBIIUIEHHUKH MOTYT HCIIOJIb30BaTh JaKe
UH(OPMAIIHIO O TOM, KaK Thl U TBOU POJUTEINN TUIAHUPYETE IPOBECTH KAHUKYIIBI;

3amuinai CBOIO peryTanuio — JEpKU €€ B YUCTOTE W 3a/aBail cebe BOMpOC: XOTen OBl ThI,
YyTOOBI JApYyrue IMOJb30BaTEeNM BHJEIH, YTO Thl 3arpyxaemb? Ilomymail, mpexae 4yeM 4YTo-TO
OIyOJIMKOBATh, HAMMKICATh U 3aTPY3UTh;

Ecnu TBl roBOpuUIIbL C JIOJIbMU, KOTOPHIX HE 3HACIllb, HE HCIOJB3YHl CBOE pealbHOE UMS U
JPYTyIo JUUHYIO0 HH(GOPMALUU: UMsI, MECTO JKUTEIBCTBA, MECTO y4eOBbl U poYee;

N36erait pazmemnenus gororpaduii B UntepHete, rae Thl n300paxeH Ha MECTHOCTH, 110 KOTOPOH
MO3KHO OIIPENIEINTh TBOE MECTOIOJIOKEHUE;

[Ipu peructpauuu B COLMAIBHOW CETH HEOOXOAMMO HCIOJIB30BaTh CJIOXKHBIE MapoJi,
cocTosuIre u3 OykB U IM(pP U ¢ KOJIUYECTBOM 3HAKOB HE MeHee §;

Jns coumanbHOM ceTH, MOYTHl U APYTUX CAWTOB HEOOXOIMMO HCIIOJIb30BaTh pa3HbIE MapoJIH.
Torna ecnu Te0s B3710MAIOT, TO 3JI0YMBILIUIEHHUKH MOJy4aT AOCTYI TOJIBKO K OJHOMY MECTY, a
HE BO BCE Cpasy.

JIeKTPOHHbBIE IeHbI |

SHCKTpOHHLIC JCHBI' — O9TO OYCHb y,[[O6HBIfI CII0c00 HJ'IaTe)KefI, OIHAaKO CYHICCTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTH O3TU ACHBI'U.
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SJ'IGKTpOHHI)Ie JCHbI'M TIIOABUWJIMCh COBCEM HCAABHO H HWMCEHHO H3-3a 3TOI'O BO MHOI'MX
rocyaapCTBax A0 CHUX IMOP HC NPOMNHCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHu (yHKIMOHHMPYIOT M O HUX YK€ MPOMUCAHO B 3aKOHE, TJIe X Pa3AeisioT Ha
HECKOJIBKO BUJI0B — aHOHMMHBIE U HE aHOHUMHBbIE. PasHunia B TOM, 4YTO aHOHUMHBIE — 3TO T€,
B KOTOPBIX pa3pemaercs NPOBOAMTH OINepanuu 0e3 HIASHTH(UKALWU IOJIb30BaTeNs, a B
HEaHOHMMHBIX MJICHTU()UKALNY 110JIb30BaTeNs SABIAETCS 00s3aTeabHOM.

Taxxe cienyer pa3auyarh 3JEKTPOHHbIE (PUATHBIE AEHbIU (PaBHBI TOCYIaPCTBEHHBIM BaJIOTaM )
U 3JICKTPOHHBIE He(UATHBIEC ACHBIH (HE paBHBI TOCYIAPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI 10 O€30MAaCHOH paboTe € ANEKTPOHHBIMH JCHbIaMH:

[lpuBskM K cyeTy MOOWIBHBIN TenegoH. DTO camblii ynOOHBIH W OBICTPBIA CcHOCOO
BOCCTAHOBUTH JOCTYH K cueTy. [IpuBs3aHHbI TenedoH IMOMOXKET, eciu 3al0yaenib CBOM
IJIATEKHBIN [MAPOJIb UM 3aiAEIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

Hcnonw3yit oqHopa3zoBbie napoinu. [locie nepexona Ha yCUIICHHYIO aBTOpU3alMIO TeOe yxKe He
OyJeT yrpokaTh OIaCHOCTb KPayKU WM NIEpeXBaTa IUIaTEKHOIO IapoJis;

Bribepu crnoxubiii mapons. IlpectymHukam OyneT HE MPOCTO yrajiaTh CIOXKHBIM Mapolib.
HanexHple maposim — 3TO mapoin, KOTOPBIE COJIEpKaT He MEHee 8 3HAKOB M BKIIIOYAIOT B ceOs
CTPOYHBIE U TPONUCHBIE OYKBBI, HUGPHl U HECKOJBKO CHUMBOJIOB, TaKM€ Kak 3HAK J0JuIapa,
¢dyHTa, BoCKIHIATeIbHBIN 3HaK U T.. Hanmpumep, StROng!;;

He BBOIM CBOM TMYHBIE JaHHBIE HA CaiiTaX, KOTOPBHIM HE JIOBEPSICIIb.

DJIeKTPOHHASA MOYTA

ONEeKTPOHHAsl I0YTa — 3TO TEXHOJOTUS U IPENOCTABIIAEMbIE €10 YCIYTU IO NEPECBUIKE U
MOJIYUYEHHUIO JJIEKTPOHHBIX COOOILICHHUH, KOTOpBIE paCHpEAeNsioTCs B KOMIBIOTEPHOH CeTH.
O6b1uHO 3JIEKTPOHHBIN ITOYTOBBIN SIIIAK BBITJISITAT CJIEIYIOLIUM oOpa3zom:
UMs_TONIb30BaTEeI(@UMsL_JoMeHa. Takke KpoMme IepeJadyd MpOoCTOro TeKCTa, HMeeTcs
BO3MOXKHOCTb NepeaaBaTh (paisibl.

OCHOBHBIE COBETHI 110 0€30MacHOM padoTe ¢ INEKTPOHHOU MOUTOM:

Hano BbIOpaTh mnpaBwiIbHBIM TOYTOBBIA cepBUc. B HMHTepHeTe ecTb OrpoMHBIH BbIOOp
OecriaTHBIX MOYTOBBIX CEPBHCOB, OJJHAKO JIyUlle TOBEPATH TE€M, KOTO 3HAEUIb M KTO NEPBLIN B
pEUTHUHTE;

He ykaspiBail B JnuyHONM mouTe JMYHYl0 uHGpopmauutoo. Hanpumep, myuiie BbIOpaTh
«My3bIKaNbHBINA _(paHaT@» unn «pok2013» BmMecto «remal3y;

Hcnonp3yll ABYXATAlHYIO aBTOPU3AlMIO. DTO KOI/Aa MOMHUMO Mapojisi HYKHO BBOJWUTH KO[,
npucbUIaeMblil mo SMS;

Bri6epu cioxHbIN maposas. JJis KaX7a0oro MOYTOBOTO SAIIMKA JOKEH OBITh CBOW HAACKHBIMU,
YCTOWYMBBIN K B3JIOMY I1apOJIb;

Ecnu ectb BO3MOXKHOCTB HAaIMCAaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3TY BO3MOXKHOCTB;
Hcronb3yil HECKOJIBKO IOYTOBBIX SIIUMKOB. [IepBbIN U1 4acTHOM IEPENUCKU C aapecaTamy,
KOTOPBIM ThI JIOBEPSICHIb. DTO AIEKTPOHHBIN aJIpeC HE HA/JI0 MCIOJIb30BaTh MIPU PErUCTPALMH Ha
dopymax u caiitax;

He otkpsiBaii (haiiabl v Ipyrue BIOKEHUs B TUChMaxX JIaXKe €clId OHUM MPUIUIA OT TBOUX ApYy3eil.
Jly4iie yTOYHM y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (hailibl;
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[Tocre okoHYaHusi pabOTHI HA MOYTOBOM CEpPBUCE TMEpei 3aKPBHITHEM BKJIQJKH C CaHTOM He
3a0y/b HaXaTh Ha «BBIATIY.

Kn6epOy/uIMHT WM BUPTYaJibHOE 3/1€BATEIbCTBO

KubepOymiuHr — mpeciieoBaHHe COOOLIECHUSMH, COJEPKAIMMH OCKOpOJIEHUS, arpeccuio,
3aIyTUBAaHNE; XYJIUTAHCTBO; COLMATbHOE OOMKOTHPOBAHHME C TIOMOMIBIO PA3IMYHBIX HUHTEPHET-
CEPBHCOB.

OCHOBHBIE COBETHI 110 O0pPHOE C KHOEPOYILTUHTOM:

He Gpocaiics B 60ii. JIydmuii crmoco6: mocoBeTOBAaThCS Kak ceOsl BECTH U, €CIIM HET TOTO, K KOMY
MOYKHO OOpaTHThCS, TO BHAYaJe yCIOKOUTHCSA. ECITU ThI HauHEIIb OTBEYATh OCKOPOJICHUAMHU Ha
OCKOpOJIEHUs, TO TOJIBKO ellle O0JIbIIIe Pa30XkOKelTb KOH(DIUKT;

VYnpasisii cBoeil kubeppenyraiuei;

AHOHUMHOCTH B ceTH MHHMas. CyIIeCTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 33 aHOHHUMHBIM
AKKayHTOM;

He crout Bectu Xynuranckuid oOpa3 BUPTyasbHOHM >XKu3HU. MHTepHET (uKcupyer Bce TBOH
JIEUCTBUSI M COXPAHSIET UX. Y JAIUTh UX OyJeT KpaiHe 3aTpyIHUTEIIBHO;

Cobmtoiaii CBOM BUPTYaJbHYIO YECTh CMOJIOY;

WUrnopupyit eaumHu4HbIi HeratuB. (OJHOPA30BbIE OCKOPOWTENBHBIE COOOIIECHHUS JTydIle
UrHopupoBaTh. OOBIUHO arpeccus IpeKpanaeTcs Ha Ha4aabHOW CTaNH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMHE, B COITHAIBHBIX CETSIX €CTh
BO3MOXXHOCTh OJIOKMPOBKH OTIPABKH COOOIICHHI C ONPEAEIEHHBIX aIpECOB;

Eciu Tel cBuzerens kubepOysinHra. TBoum AeMCTBUS: BBICTYNHUTH INPOTHUB IpECieNOBaTes,
MOKa3aTh €My, 4TO €ro JACHCTBUSA OLIEHMBAIOTCA HETaTUBHO, MOJIEPKATh >KEPTBY, KOTOPOH
HYXXHa TICHXOJIOTHYECKasi MOMOIIb, COOOIIUTH B3pPOCIBIM O (DaKTe arpecCHBHOTO MOBEICHUS B
CeTH.

MoOunbHbIi TeJ1e)OH

CoBpeMeHHbIe cMapT(HOHBI M IUIAHLIETHI COAEPKAT B cebe BIIOJHE B3POCIHbIA (YyHKIMOHAT, U
TeNnepb OHM MOTYT KOHKYPHpPOBaThb CO CTallMOHApHBIMM KoMIlbloTepamu. OJHaKo, CpelacTB
3alUTHI JJI TOJOOHBIX YCTPOMCTB MOKa OueHb Mayio. TecTUpoBaHHE U MOMCK YS3BHUMOCTEH B
HUX IPOUCXOIUT HE TaK HMHTeHCUBHO, Kak nis IIK, To ke camoe kacaercd W MOOMIBHBIX
MIPUJIOKEHUN.

CoBpemeHHbIE MOOUITEHBIE Opay3ephl yKe MPAKTUYECKH JOTHAIH HACTOJbHBIE aHATIOTH, OJJHAKO
pacuuperue GyHKIIMOHAIa BI€UET 32 COO0N OOJIBIIYIO CJIOKHOCTh M MEHBIIYIO 3aIUIIEHHOCTb.

llaneKo HE BCC TMPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’IeHI/I$[, 3aKpBIBAOIINE KPUTUYCCKUC
YA3BUMOCTHU [JIA CBOUX YCTpOﬁCTB.

OCHOBHBIC COBETBI JJIsA 0e30MacHOCTH MOOUIIEHOTO TCJIe(I)OHaZ

Huuero He sBisercs mo-HacTosmeMy OeCIUTaTHBIM. byns ocTropokeH, Belb Koraa Tebe
MpeaiaraloT OECIUIaTHBIM KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO TJIaTHBIE YCIIYTH;
Hymaii, pexxae 4em oTnpaBuTh SMS, ¢oto mimm Buaeo. Tl TOUHO 3HACIIB, T/I€ OHU OyIyT B
KOHEYHOM HuTOore?
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Heo6xoamumMo 0OHOBIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQoOHa;

Hcnonb3yit aHTUBHPYCHBIE IPOTPAMMBI JJ11 MOOUITBHBIX TeNe()OHOB;

He s3arpyxaii TNpuIOKEHHUS OT HEU3BECTHOTO WMCTOYHHKA, BEIb OHH MOTYT COJEpXkKaTh
BPEIOHOCHOE MPOrpaMMHOe 00ecrieYeHHE;

IToce Toro kKak Thl BBIMJCIIH C CaldTa, TJIe BBOJIWJ JIMUHYIO WH(MOPMAIUIO, 32l B HACTPONKHU
Opay3epa u ynanu cookies;

[Tepuonnuecku mpoBepsiii Kakue MIaTHBIC YCIYTH aKTHBUPOBAHBI HA TBOEM HOMEPE;

JaBaii cBoii HOMEp MOOWIBHOTO TenedoHa TOJNBKO JIOASM, KOTOPBIX THI 3HACHIb M KOMY
JIOBEPSICIIIb;

Bluetoothnomken ObITH BBIKIIIOYEH, KOTJa Thl UM HE TOJb3yembes. He 3a0biBaii WHOTIA
MIPOBEPSITH 3TO.

Online-urpsi

COBpCMeHHI)IG OHJIaf/'IH-I/IFpI)I — 9TO KpaCO4YHBbIC, 3aXBaTbIBAOIINUEC Ppa3BJICUCHUA,
06’Le,Z[I/IH$II-OH_II/Ie COTHHM TbICAY YCJIOBCK IIO BCCMY MHUDPY. HrpOKI/I HCCIICAYIOT ,Z[aHHBIfI HM MHD,
06HIaIOTC$I ApYyr € APYroM, BBIIIOJIHAIOT 3aAaHUs, CpaXXartOTCA ¢ MOHCTpaMU W MOJYy4arOT OIIBIT.
3a YAOBOJIbCTBHUC OHHU INIATAT: IIOKYIIAOT JHCK, OILIAYWMBAKOT a0OHEMEHT WIIH an06peTa}0T
KaKue-TO OIIIIMH.

Bce atu cpenctBa uayT Ha mojajep;KaHUE U Pa3BUTHE UIPHI, a TAKXKE HAa caMy O€30IacHOCTH:
COBEpILEHCTBYIOTCSI CUCTEMbl AaBTOPHU3ALMH, BBITYCKAIOTCSI HOBbIE MaTuu (LM(POBBIE 3aIUIaTKU
JUISL IPOTPAMM), 3aKPBIBAIOTCS Y3BUMOCTHU CEPBEPOB.

B HOI[O6HBIX HUrpax CTouT OI1acaTbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KpaXH TBOCTO
mapoJrsi, Ha KOTOPOM OCHOBAaHA CUCTCMA aBTOpU3allu1 OOIBIINHCTBA Hrp.

OCHOBHBIE COBETHI 110 OE30IIaCHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

Ecnu npyroit urpok Bener ceds IJIOXO WIM CO3JaeT Tebe HEMpUSATHOCTH, 3a0JIOKUPYH €ro B
CIIUCKE UTPOKOB;

[Toxxanylics agMUHUCTpAaTOpaM UIPhl HAa IUIOXOE IIOBEJIEHUE JTOrO HUIPOKA, HKEJIATEIBHO
IIPWIOKUTH KaKHE-TO JTOKa3aTeIbCTBA B BUJIE CKPUHOB;

He ykaspiBail nuunyto nHdopmaiiuio B podaiine urpsi;

YBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeoduraaibHbIe TATYH U MOJIBI;

Hcnosnp3yil CIIOKHBIE U pa3HbIE ApOJIH;

Jlaxxe BO Bpemsi UIpbl HE CTOUT OTKJIIOYaTh aHTUBUpPYC. [loka Thl Urpaemib, TBOW KOMIBIOTED
MOTYT 3apa3UTh.

@OUIIUHT WA Kpaxka JUYHBIX JaHHbIX

OObIyHON Kpaxkell JeHer W JOKYMEHTOB CEroJHsl y>K€ HHUKOTO HE YAMBHILb, HO C Pa3BUTHUEM
WHTEPHET-TEXHOJIOTUN 3JIOYMBIIUICHHUKNA I€pEMECTUINCh, B IIHTEpHET, U IPOAOKAIOT
3aHUMATbhCA «JTFOOUMBIM» JIEJIOM.

Taxk mosiBuIach HOBas yrpo3sa: HHTEPHET-MOILICHHNYECTBA WA (bl/IH_II/IHF, TJIaBHaA O€JIb KOTOPOTro
COCTOHUT B IOJYUCHUU KOH(I)I/I,Z[CHI_[I/IH.J'H:HBIX JaHHBbIX MOJIb30BaTeIel — JIOTMHOB U naponeﬁ. Ha
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aHTJIMICKOM si3bIke phishingunTtaercs kak ¢umuar (ot fishing— peiOHas joBis, password—
11apoJib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

Crnenu 3a cBoMM akkayHTOM. Ecim ThI momo3peBaeiib, 4TO TBOS aHKETa ObLIa B3JIOMaHa, TO
HE00X0MMO 3a0JIOKHPOBATh €€ U COOOIIUTh aJAMUHUCTPATOPAM pecypca 00 3TOM KaK MOXHO
cKopee;

Hcnonb3yit 6e3onacHbie BeO-CaluThl, B TOM YHCIIE, MHTCPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;
Hcnone3yit cinoxHBIE W pasHple mapond. Takum oOpa3oM, eciau TeOsS B3JIOMAKOT, TO
3JI0YMBIIIJICHHUKH TIOJYYaT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOQUIIIO B CETH, a HE KO BCEM;
Eciu Tebs B3momanu, TO HEOOXOAMMO WPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOpPBIC
no0aBIieHBI y T€OS B IPY3bsIX, O TOM, YTO TEOS B3JIOMAJIM U, BO3MOXHO, OT TBOETO HMEHU OyzeT
pacchuIaThCs CIlaM M CCHUIKU Ha (PUITUHTOBBIC CANTHI,

YcranoBu HanexHbIH maposib (PIN) Ha MoOUIBHBI TenedoH;

OTKITI0YM COXpaHEeHHUe MapoJst B Opaysepe;

He oTkpbiBail (aitsibl 1 Ipyrue BIOXKEHUS B MMChMAaX Ja)Ke €CJIM OHU IPUIILTH OT TBOUX JIPY3EH.
Jly4iie yToYHY y HUX, OTIIPABJISLIN JIM OHH TeOE 3TU (ailiibl.

u¢posas penyrauus

[ludposass penyrauus — 3TO HeraTMBHas WIM MO3UTHUBHAs HMHQOpManus B ceTu o Tebe.
Kommpomerupyromast uHpopmanus, pasMenieHHas B VIHTEpHETE MOXET CEepbe3HBIM 00pazom
OTpa3uTbcs Ha TBOEH peanbHOH xu3HU. «LludpoBas pemyranus» — 3TO TBOM UMHJIK, KOTOPBIHA
dopmupyercs u3 uapopmanuu o tede B UnTepHere.

TBOE MECTO KHUTENbCTBA, yueObl, TBOE (DMHAHCOBOE IIOJIOKEHUE, OCOOEHHOCTU XapakTepa U
pacckasbl 0 OJM3KUX — BCE 9TO HAKAIUINBACTCS B CETH.

MHorue mnoJIpPOCTKH JIETKOMBICIEHHO OTHOCSTCA K MyOJIMKalMM JIUYHOW HMHPOpMaLUU B
WuTepHere, HE MOHUMAas BO3MOKHBIX MOCIEACTBHM. Thl 1axke HE CMOXKEIb J0raaThCs O TOM,
4To (poTorpadus, pazmelieHHas S5 JeT Ha3al, cTajla IPUYNHON OTKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazMenienre TBoux Gororpaduii u apyrue AelcTBUS MOTYT HE UCUE3HYTh Jlaxke
[0CJI€ TOTO, KaK Thl MX YAAJIHUIIb. Thl HE 3HACIIb, KTO COXPaHMUI 3Ty MHPOPMALHMIO, Tonana Ju
OHAa B TIOMCKOBBIE CHCTEMBl M COXpaHWIACh JM OHA, a [JaBHOE: YTO MOAYMAalwT O Tebe
OKpY’Karollee JIFOAH, KOTOpble HAaliAyT M yBUIAT 3T0. HaliTu mHpopManuoo MHOTO JIET CIyCTS
CMOJET JII000HM - Kak M3 J0OphIX NMOOYKIEHHM, TaK U C HAMEPEHHEM IMPUYUHUTH Bpea. DTO
MOKET OBITh KTO YTOJIHO.

OcHoBHBIE COBETHI 0 3a1MTe HH(PPOBON penmyTanuu:

[Tomymaii, mpexie 4em 4To-TO MyOJIMKOBAaTh M MepelaBaTh y cebs B OJore Wi B COLUATBHON
CeTH;

B mHacrpoiikax mpoduis ycTaHOBM OTpaHMYEHHUS HA MPOCMOTP TBOETO MNPOPWIS U €ro
COAEPKUMOTO, CIETal €ro TOJIBKO ISl IPY3Eh»;

He pasmemaii u He yka3piBall MH(OpPMAIHIO, KOTOpash MOXKET KOTO-ITMOO OCKOPOISATh WM
O0OMKATh.



ABTOpCKOE IpaBo

CoBpeMeHHbBIE HIKOJBbHUKM — aKTHUBHBIC I0JIb30BATEeIN HUGPOBOro mpoctpancTBa. OmHAKO
JAJIEKO HE BCE 3HAIOT, YTO MOJIb30BaHWE MHOTHMHU BO3MOXHOCTSAMHU LU(GPOBOro Mupa Tpedyer
COOITIO/ICHHS TIPaB Ha MHTEIUICKTYAIbHYIO COOCTBEHHOCTb.

TepMHUH  «MHTEIUIEKTyallbHasi COOCTBEHHOCTHY» OTHOCHUTCS K  Pa3IUYHBIM  TBOPEHHUSM
YeJI0OBEYECKOI0 yMa, HauMHas ¢ HOBBIX M300peTeHU U 3HAKOB, 0003HAYAIOIINUX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIyrd, M 3aKaHYMBasg KHHUramu, QoTtorpadusiMu, KUHOQWIBMaMU U
MY3bIKaJIbHBIMU ITPOU3BEICHUAMM.

ABTOpCKHE MpaBa — 3TO IPaBa Ha HHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb Ha IPOU3BEICHHS HAyKH,
JUTEpaTypbl U MCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KadeCTBE TapaHTUU TOIO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OydeT HalpacHbIM, JacT €My CIIpaBeUIMBBIE
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysibTaTax CBOErO TPyZa, MOJYYHTh U3BECTHOCTh W NMPU3HAHHE.
Huxkro 6e3 pa3pelieHust aBTopa He MOXKET BOCIIPOU3BOJUTD €r0 MPOU3BEIEHUE, PACIIPOCTPAHSITD,
nyOJIMYHO JIEMOHCTPUPOBATh, MPOAABATh, HWMIIOPTHPOBATH, IyCKaTb B MPOKAT, MyOINYHO
UCIIOJIHATD, I0KA3bIBATh/UCIOIHATH B 3(Hpe WK pazmeriaTs B IHTepHeTe.

Mcnonb30BaHue «IMHUPaTCKOro» HPOrPaMMHOIO OO0eCHeueHHs: MOKeT IPHBECTH K MHOTUM
pUCKaM: OT NOTEpPH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKHM TBOETrO YCTPOWCTBa, IJi€
YCTAQHOBJICHHBIII He JlerajgbHass nporpamMma. He crouT Tarke 3a0bIBaTh, 4TO CYLIECTBYET
JerajabHble U OecIIaTHBIE IPOrPpaMMbl, KOTOPbIE MOKHO HAWTH B CETH.



